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QUESTION 1

a) Based information given in Figure 1, configure Inter VLAN Routing and using

multilayer switch. Assuming IP Routing already enable on the multilayer switch.
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Figure 1
(8 marks)

b) Based on Figure 2 and Table 1, identify Spanning Tree Protocol (STP) port role
name to their appropriate switch port in the topology. (8 marks)

Figure 2
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Table 1

000A00T11111
000A00222222

|000A00333333
000A00444444

c) List THREE (3) types of Spanning Tree Protocol (STP). (3 marks)

d) Explain THREE (3) consideration when implement redundancy. (6 marks)
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QUESTION 2

a) Give FOUR (4) differences between Normal Range VLAN and Extended Range
VLAN (8 marks)

b) Answer all question based Figure 3 below.

172.31.1.196/30
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Figure 3
i) How many remote networks by R1 dan R3? (2 marks)
i) Configure a fully specified static route for R1. (6 marks)
i) Configure a directly connected static route from R3. (6 marks)
c) State THREE (3) types of static route. (3 marks)
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QUESTION 3

a) Give TWO (2) examples for each Link State and Distance Vector Routing Protocol.
(4 marks)

b) Describe FOUR (4) advantages of using Link State Routing Protocol. (8 marks)

c) Configure RIP routing protocol on R2 based figure 4 below. (5 marks)

192.168.3.0/24

192.163.2.0030 192.168 4030

Figure 4
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QUESTION 4

a) Figure 5 is the network topology that using OSPF routing protocol and OSPF
process id 10. Using right command, execute OSPF routing protocol single area for
Router 2. (8 marks)
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Figure 5

b) Based on Figure 6 and Table 2, configure EIGRP routing protocol for R3. (8 marks)

172.16.2.0/24
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Figure 6
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Table 2

| PAddress | SubnetMask | Defa
G0/0 172:16.11 255.255.255;6 | N/A
R1 S0/0/0 172.16.3.1 255.255.255.252 N/A
S0/0/1 192.168.10.5 255.255.255.252 N/A
G0/0 172.16.2.1 255.255.255.0 N/A
R2 S0/0/0 172.16.3.2 255.255.255.252 N/A
S0/0/1 192.168.10.9 255.255.255.252 N/A
Go0/0 192.168.1.1 255.255.255.0 N/A
R3 S0/0/0 192.168.10.6 255.255.255.252 N/A
S0/0/1 192.168.10.10 255.255.255.252 N/A
PC1 NIC 172.16.1.10 255.255.255.0 172.16.1.1
pPC2 NIC 172.16.2.10 255.255.255.0 172.16.2.1
PC3 NIC 192.168.1.10 255.255.255.0 192.168.1.1
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QUESTION §

a) Based on Figure 7 and Table 3, create a standard numbered ACL on R3 that allows
traffic from all hosts on the 192.168.10.0/24 network and all hosts on the
192.168.20.0/24 network to access all hosts on the 192.168.30.0/24 network.

(9 marks)
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Figure 7
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Table 3

Device | Interface | IPAddress | S |
R1 GO/ [ 192168101 255.255.255.0 N/A

Lo0 192.168.20.1 255.255.255.0 N/A

S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 | NIA
ISP S0/0/0 10.1.1.2 255.255.255.252 | N/A

S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 | N/A

Lo0 209.165.200.225 | 255.255.255.224 | NIA
R3 GO/ 192.168.30.1 255.255.255.0 N/A

Lo0 192.168.40.1 255.255.255.0 N/A

S0/0/1 10.2.2.1 255.255.255.252 | N/A
St VLAN 1 192.168.10.11 255.255.255.0 192.168.10.1
s3 VLAN 1 192.168.30.11 255.255.255.0 192.168.30.1
PC-A | NIC 192.168.10.3 255.255.255.0 192.168.10.1
PC-C | NIC 192.168.30.3 255.255.255.0 192.168.30.1

b) Explain FOUR (4) best practices guideline for creation of Access Control List (ACL).

End of question

(8 marks)







